Web security

In this chapter we will focus on web security. Developers have to make efforts to ensure that the
web application you use is secure. Lack of security in your code may result in private information
being stolen.

Let’s have a quick overview on how web applications work.
Communication

You use browsers for your communication

When you open your browser as a client, it sends a request to the server. The request uses Hypertext
Transfer Protocol (HTTP). The server handles the request and sends back the response. The response
consists of HTMM, CSS, JavaScript code that your browser understands and displays.
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This type of communication is stateless, the server does not know what the browser is doing. A
hacker may attack the client side or the server side.
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In the following examples the Apache web server will be used. The sample programs will be written
in HTML, PHP language and a MySQL database will be also used. The workflow is as follows:

1. Your browser opens a php file
2. Apache looks for the file on the hard drive and processes the code
3. The PHP code opens a database to show data



4. An HTML file is rendered
5. which can display the data.

When you open a web page like www.uni-miskolc.hu/en then you will perform a GET request to the
web server If you open the developer tools in your browser and go to the network ab you can see the
actual header of the request
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|| 7id=6376431630545088tev=Microdata&di=https%3A%2F%2F...16089152451558coo=false8les=au * v General

Request URL: https://www.uni-miskolc.hu/en
Request Method: GET
Status Code: @ 200 OK

[| myriad-pro.woff

|| style.css

| | stylecss

|_| validationEngine.jquery.css

Remote Address: 193.6.10.13:443

- Referrer Policy: strict-origin-when-cross-origin
[l Jjquery.autocomplete.css

|_| jquery-ui-1.8.12.custom.css ¥ Response Headers view source
[ ] jscal2.css Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-chec
| | border-radius.css i Connection: keep-alive

118 requests | 4.6 MB transferred | 10.2 MB resources | Finish: 1658 s | DOMContentloaded: 14.9¢ Content-Language: hu

The status code 200 means that the processing went fine. The following status codes can be
received:

1xx Informational 203 Non-authoritative 3xx Redirection
. Information . .
100 Continue 300 Multiple Choices
o 204 No Content
101 Switching Protocols 301 Moved Permanently
. 205 Reset Content
102 Processing 302 Found
206 Partial Content
2xx Success 303 See Other
207 Multi-Status .
200 OK 304 Not Modified
208 Already Reported
201 Created 305 Use Proxy
226 IM Used

202 Accepted 307 Temporary Redirect


http://www.uni-miskolc.hu/en

308 Permanent Redirect
4xx Client Error

400 Bad Request

401 Unauthorized

402 Payment Required
403 Forbidden

404 Not Found

405 Method Not Allowed
406 Not Acceptable

407 Proxy Authentication
Required

408 Request Timeout

409 Conflict

410 Gone

411 Length Required

412 Precondition Failed
413 Payload Too Large
414 Request-URI Too Long

415 Unsupported Media
Type

416 Requested Range Not
Satisfiable

417 Expectation Failed
418 I'm a teapot

421 Misdirected Request
422 Unprocessable Entity
423 Locked

424 Failed Dependency
426 Upgrade Required
428 Precondition Required

429 Too Many Requests

431 Request Header Fields
Too Large

444 Connection Closed
Without Response

451 Unavailable For Legal
Reasons

499 Client Closed Request
5xx Server Error

500 Internal Server Error
501 Not Implemented
502 Bad Gateway

503 Service Unavailable
504 Gateway Timeout

505 HTTP Version Not
Supported

506 Variant Also Negotiates
507 Insufficient Storage
508 Loop Detected

510 Not Extended

511 Network Authentication
Required

599 Network Connect
Timeout Error



Enter ‘Scholarship’ search button to the search field and click search button.

< G & uni-miskolchu/kereses?search_txt=scholarship

Request URL: https: //wuu.uni-miskolc.hufkereses?searcn_txt=scholarship

L stytecss Request Method: GET
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- ginequery Status Code: # 202 0K
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[ jquery-ui-1.8.12.custom.css
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53 requests | 359 kB transferred | 29 MB resources | Finish: 2715 | DOMContentloaded: 1,10 s

Content-Language: hu

As you will see the actual URL changes to

https://www.uni-miskolc.hu/kereses?search_txt=scholarship

As you could see a query string is sent in the URL of a GET request, the query string starts with a

guestion mark, the pairs are separated by & and they and look like
?namel=valuel&name2=value2

Lets’s create a simple login form

<!doctype html>

<html lang="en">

<head>
<title>Login sample</title>
<meta charset="utf-8">

<meta name="viewport" content="width=device-width, initial-scale=1">

<!-- Bootstrap CSS -->

{&], MISKCLC!
) EGYETEM -
M UNIVERSITY OF MISKOLC NEPTUN ~ WEBMAIL  PHONEBOOK  VIDEOS  PICTURES nG@ HUN CHN
INTRODUCTION FACULTIES ENGAGEMENT  EDUCATION RESEARCH SERVICES 'SCHOLARSHIP Q
KERESES > 1.0LDAL
TOTAL RESULTS: 12, SHOW: 1-8
INFORMATION ABOUT RESIDENTIAL OBLIGATION OF SCHOLARSHIP HOLDERS
11/17/20
ecLiAl ancuIn EAR v
https://www. unirmfsknkm/m'reldzs|6/\nvarmauon,zbouge;fdemial,ab\rgam.\,ntschm\ansmp,hu\uergoUNG CHRISTIAN STUDENTS
[C3l| Elements  Console  Sources  Metwork  Performance  Memory  Application  Security Lighthouse
® O | ¥ Q | Brreservelog (] Disablecache | Online v | # ¥
Filter [ Hide data URLs [4] | XHR JS CSS Img Media Font Doc WS Manifest Other [J Hasblocked cookies [ Blocked Requests
mme e swe mwm eme wne wwe o o e s wme wme me wew e
Name X Headers Preview Response Initiator Timing  Ceokies
[] stylecss

<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.0.0-betal/dist/css/bootstrap.min.css"

rel="stylesheet" crossorigin="anonymous">
<!-- Bootstrap Bundle with Popper -->
<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.0.0-

betal/dist/js/bootstrap.bundle.min.js" crossorigin="anonymous"></script>

</head>

<body>
</br>

<div class="container">

<form id='login' action="login.php" method='post' accept-charset='UTF-8'>

<div class="form-group">

<label for="username">Login User</label>



<input type="text" name='userName' class="form-control" id="username" aria-
describedby="userNameHelp" placeholder="Enter username" maxlength="50" required />
<small id="userNameHelp" class="form-text text-muted">Enter your username</small>
</div>
<div class="form-group">
<label for="password">Password</label>
<input type="password" name='password' class="form-control" id="password"
placeholder="Password" maxlength="50" required />
</div>
<input type="submit" class="btn btn-primary" name='Submit' value='Login' />
</form>
</div>
</body>
</html>

The page looks like this

< C @ localhost:90/websec/login.php

Login User
Enter username

Enter your username
Password

Password

When you enter your credentials and investigate the header you will see that this is a POST request,

=]

®  Headers review  Response niiator Timing  Cockies

¥ General
Request URL: hitp://localhost: 98/ websec/login. php
Request Method: POST
Status Code: @ 200 OX
Remote Address: [::1]:98

Referrer Policy: strict-origin-when-cross-origin

The form data is sent to the browser

* Form Data VIEW SOUrCe view LRL encoded
userMame: my_user_name
password: secret

Submit: Login

The properties of the two request types are compared in the following table:

GET requests POST requests
can be cached never cached
remain in the browser history do not remain in the browser history

can be bookmarked cannot be bookmarked



have length restrictions have no restrictions on data length
should never be used when dealing with

sensitive data

only used to request data (not modify)

only ASCII characters allowed binary data is also allowed

data is visible to everyone in the URL Data is not displayed in the URL

You can add php code to your HTML between <? php ...?> tags. If you want to print the array of POST
parameters add the following code before the </body> tag

<?php
print r ($_POST);
2>
< C @ localhost:90/websec/login.php

Login User
Enter username

Enter Yyour username

Password

Password

Array ( [userName] == my_user_name [password] == secret [Submit] == Login)

If you right click on the page you can view page source

Login User

Back Alt=Left Arrow
Enter username Forward Alt+Right Arrow
Enter Vour username Reload CirleR
Password Save as.. Ctrl+5
Password Print... Ctrl+P
Cast...
Translate to English
View page source Ctrl+U
Inspect Ctrl+Shift+1




Developer may leave some test code left

& () view-sou rce:localhost:90/websec/login.php
2| <html lang="en">
3| <head>
4 <titlerLogin sample</title:
5 <meta charset="utf-8">
] <meta name="viewport" content="width=device-width,
T <!l-- Bootstrap CS5 -->
g <link href="https://cdn.jsdelivr.net/npm/bootstrapm:
] <!-- Bootstrap Bundle with Popper -->
10 <script src="https://cdn.jsdelivr.net/npm/bootstrapf
11| </head>
12
12| <body>
14| </br>
15| «div class="container":>
18 <l-- Test data: user=admin, password=admin -->
17 <form id='login' action="login.php" method='post' at
18 <div class="form-group"”:
18 <label for="username":Login User</label:
20 <input type="text™ name='userName' class="form-¢
2 <small id="userMNameHelp" class="form-text text-n
2 <fdivs
23 <div class="form-group”:
24 <label for="password":»Password</label>
25 <input type="password" name="password' class="f
25 < dive
27 <input type="submit" class="btn btn-primary" name="'°t
28 </form>
20| </fdiv>
30
3 | </body>
32 | </html>

If you have to document your code then add it as a php comment, so that it won’t be visible in
browsers source code

<?php // Test data:

user=admin, password=admin ?>

Create a new database called websec

& c @ localhost:90/phpmyadmin/#PMAURL-3:server_databases.php?db==&table=8server=18&target=_&token=f7607692874be320ee3c5bfb97f9b 107
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Create a table with 3 columns



4 Structure [] SQL 4 Search [J Query [& Export =[5} Import #* Operations = =2 Privileges % Routines () Events & Trig

Mo tables found in database.
—i ‘4 Create table

Name: |users Number of columns: |3

Loading...

Add 3 users using the following SQL
INSERT INTO “websec". users” (‘userID", ‘userName~, “password’) VALUES (NULL, 'admin’, 'admin');
INSERT INTO “websec . users” (‘userID’, ‘userName’, “password’) VALUES (NULL, 'alice’, '1234);

INSERT INTO “websec . users” (‘userID’, ‘userName’, “‘password’) VALUES (NULL, 'bob', '5678');

B i Server 127.0.0.1 » @ Database: websec » [ Table: users

[Z Browse 34 Structure [ SQL 4 Search % Insert [& Export =} Import =3 Privileges ° Operations ® Tracking 3% Triggers

Table name: ‘users ‘ Add |1 | columnis) ‘(E)‘

Structure &)
Type & LengthiValues &) Default &) Collation Attributes Null Index Al Cc

userlD N o [ v | v L~ O [Rwwy ] @ ¢
[hore -] J D =B 3Rl

=

£
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password VARCHAR h 200 | None v‘ | v‘ I—v/ u |- v U [
Table comments: Storage Engine: &) Collation:
[Table storing user name and password ] | InnoDB v| ‘ v|

PARTITION definition: &

Then create a transactions table with 4 columns

B C7lServer 127.0.0.1 » @@ Database: websec » [ Table: fransactions

|Z Browse 34 Structure L SQL 4 Search ®¢ Insert [& Export =l Import =% Privileges =4 Operations ® Tracking 3& Triggers

Table name: |transactions ‘ Add ‘1 ‘ column(s) i:_a )
Structure &)

Name Type @ LengthValues & Default & Collation Attributes Null Index Al Con
e — — e
— LN S E S50
VARCHAR v [ None v 2 ] e w i v O [
TR | TN ) m— o
Table comments: Storage Engine: & Collation:

‘ InnoDB V‘ | V‘

PARTITION definition: &)

B

INSERT INTO ‘websec’. transactions’ (‘id", ‘fromUser", ‘toUser", "amount’) VALUES (NULL, 'alice', 'bob', '111");

INSERT INTO ‘websec’. transactions’ (‘id", ‘fromUser’, "‘toUser’, "amount’) VALUES (NULL, 'bob’, 'admin’, '222');



Let’s write a piece of code that

<body>
<div class="container">
<hl> List of users</hl>
<table class="table table-bordered table-striped">
<thead class="thead-dark">
<tr>
<th> UserID </td>
<th> UserName</td>
<th> Password</td>
</tr>
</thead>
<tbody>
<?php

//database authentication
ShostDB="127.0.0.1"; SuserDB ="root"; S$passwordDB=""; S$databaseDB

="websec";

//connect to database
Sconnect = mysqli connect (ShostDB,
SuserDB, $SpasswordDB, $SdatabaseDB) ;
if (mysgli connect errno()) {
die (" cannot connect to database ". mysgli connect error());

Squery ="select * from users " ;

Sresult= mysqgli query(Sconnect, $query) ;
if (!Sresult) {
die(' error while running query');

SuserInfo=array () ;

$loginInUser=null;

while (Srow= mysgli fetch assoc(Sresult)) {
echo " <tr>";

echo " <td>". Srow["userID"] ." </td>";
echo " <td>". Srow["userName"]."</td>";
echo " <td>". S$row["password"]."</td>";

echo " </tr>";
}

mysgli free result (Sresult);
mysgli close (Sconnect);
>
</tbody>
</table>
</div>
</body>

Let’s move the database authentication code to a separate file

Now add some code to login page so that on successful login it shows a Transactions button



<?php
require ("dbAuth.inc");

SuserName = isset($ POST['userName']) ? $ POST['userName'] : '';
Spassword isset ($_POST['password']) ? $ POST['password'] : '';

if (!empty (SuserName) and !empty (Spassword)) {
//connect to database
$connect = mysqgli connect ($hostDB, SuserDB, SpasswordDB, SdatabaseDB) ;
if (mysgli connect errno()) {
die (" cannot connect to database ". mysqgli connect error());

}

Squery ="select * from users where userName='"
SuserName ."' and password='" . Spassword ."'"

S$result= mysqgli query(Sconnect, $query) ;
if (!Sresult) {
die(' error while running query');

SloginInUser=null;

while (Srow= mysqgli fetch assoc(Sresult)) {
$loginInUser = S$Srow["userName"];
break;

mysgli free result(Sresult);
mysqli_close($connect);

echo "<pre>";
echo "Server data:</br>";

echo "username: " . SuserName. "</br>";
echo "password: " . S$password. "</br>";
echo "query: " . Squery . "</br>";
if (! empty($loginInUser)) {
echo "</br><div class=\"alert alert-success\">Login successful for
(". $loginInUser .™)";
echo "</br></br><a class=\"btn btn-success\"
href='transactions.php?userName=" . S$loginInUser ."'> Transactions</a>";

echo "</div>";

}else({
echo "</br><div class=\"alert alert-danger\">Database login
failed</div>";
}

echo "</pre>";

Create a new transactions.php file that lists all the transactions where from or to user is the logged
in user:

<br /><br /><br />



<h2> List of transactions</h2>
<table class="table table-bordered table-striped">
<thead>
<tr>
<th> transaction id </td>
<th> from </td>
<th> to</td>
<th> amount</td>
</tr>
</thead>
<tbody>
<?php
//Database Authentication
require ("dbAuth.inc") ;

SuserName = $ GET['userName'];
//connect to database
Sconnect = mysqgli connect (ShostDB, S$userDB, $SpasswordDB, $SdatabaseDB) ;

if (mysqgli connect errno()) {
die (" cannot connect to database ". mysgli connect error());

// get user transactions

if( !'empty (SuserName)) {
Squery ="select * from transactions where fromUser='". SuserName
toUser='". SuserName ."'" ;

S$result= mysgli query ($Sconnect, Squery) ;
if (!Sresult) {
die (' Error cannot run query');

SuserInfo=array () ;
$SloginInUser=null;
while (Srow= mysgli fetch assoc($result)) {

SrowColor ="class='success'";

if (Srow["fromUser"]==SuserName) {
SrowColor ="class='danger'";

}

echo " <tr ". $rowColor .">";

echo " <td>". S$row["id"] ." </td>";

echo " <td>". S$row["fromUser"] ." </td>";

echo " <td>". Srow["toUser"]."</td>";

echo " <td>". Srow["amount"]."</td>";

echo " </tr>";
}
mysqgli free result (Sresult);
}
mysgli close (Sconnect);
>
</tbody>
</table>

The page looks like



&« C @ localhost:90/websec/transactions.php?userName=admin %

List of transactions

transaction id from to amount
2 bob admin 222
3 admin bob 333

Avoid validation rules

Let’s create an addUser.php page which is very similar to the login form. It adds a new user to the
database. The form has a javascript code the checks if the password you enter has at least 5
lowercase letters. The form is as follows

<form id='adduser' action="addUser.php" method='post' accept-charset='UTF-8'>
<div class="form-group">
<label for="username">User</label>
<input type="text" name='userName' class="form-control" id="username" aria-
describedby="userNameHelp" placeholder="Enter username" maxlength="50" />
<small id="userNameHelp" class="form-text text-muted">Enter your
username</small>
</div>
<div class="form-group">
<label for="password">Password</label>
<input type="password" name='password' class="form-control" id="password"
aria-describedby="passwordHelp" placeholder="Password" maxlength="50"/>
<small id="passwordHelp" class="form-text text-muted">Enter password to
enable Add button</small>
</div>
<input type="submit" class="btn btn-primary" id="submit" name='Submit'
value='Add' disabled/>
</form>

The insert SQL is constructed as:

Squery ="Insert into login (userName,password) VALUES ('"
SuserName ."','" . S$Spassword ."")" ;

As you can see Add button is disabled by default. There is a JavaScript on the page that enables the
button when more than 5 lowercase letters are entered to the password field:

<script>

var passwordField = document.getElementById("password");
var submitBtn = document.getElementById ("submit") ;
submitBtn.disabled = true;
// When the user types something into the password field
passwordField.onkeyup = function () {

submitBtn.disabled = true;

// Validate lowercase letters

var lowerCaseletters = /[a-z]/g;
if (!passwordField.value.match (lowerCaseletters)) {
return;

}
if (passwordField.value.length > 5) {



submitBtn.disabled = false;
}

}
</script>

User User

Enter usermame new_user

Enter your username Enter your username

Password Password

‘ Password

Enter password to enable Add button Enter password to enable Add button

o

Now right click on the Add button and select Inspect menu:

E Back Alt+Left Arrow

Forward Alt+Right Arrow
Reload Ctrl+R
Save as., Cirl+%5
Print... Cirl+P
Cast...

Translate to English

Wiew page source Ctrl+U

Inspect Ctrl+Shift+]

<input type="submit" class="btn btn-primary" id="submit” name="S5ubmit" wvelue="Add" disabled} == $&

Replace ‘disabled’ to ‘enabled’ Now you can skip validation and submit the form without the
password validation. If you open your database table, you will see a user entry without password
field.



e C7 Server: 127.0.0.1 » @ Database: websec » [ Table: users “Table storing user name ana

[ Browse 34 Structure [ SQL 4 Search ¥t Insert [& Export | =} I
Sort by key:| Mone V|

+ Options

—[— + userlD userName password
(] & Edit 3c Copy @ Delete 2 admin admin

[ & Edit %c Copy @ Delete 3 | alice 1234

(] & Edit %c Copy @ Delete 4 |bob 5678

[ g7 Edit % Copy @ Delete 5 hasNoPassword

+ [] CheckAll With selected: 7 Change @ Delete | Export
So, the solution is to add the validation code to the server side. Note the if statement that checks
username and password not to be empty

<?php
require ("dbAuth.inc");

SuserName = isset (S _POST['userName']) ? $ POST['userName'] : '';
Spassword = isset ($_POST['password']) ? $ POST['password'] : '';

if (!empty (SuserName) and !empty ($password)) {
//connect to database
Sconnect = mysqgli connect ($hostDB, $userDB, $SpasswordDB, $databaseDB) ;
if (mysqgli connect errno()) {
die (" cannot connect to database ". mysgli connect error());

}

Squery ="Insert into users (userName,password) VALUES ('"
SuserName ."','" . S$Spassword ."')";

Sresult = mysgli query ($connect, Squery) ;
if (!Sresult) {
die(' error while running query');

}

mysgli close ($connect);

}

?>

Avoid plain text get parameters
Let’s go back to our login page. Log in as admin and click to see the transactions of admin. When you
see the URL, it passes the username http://localhost:90/websec/transactions.php?userName=admin

What happens if you change ‘admin’ to ‘bob’ ?


http://localhost:90/websec/transactions.php?userName=admin

List of transactions

transaction id from to amount
1 alice bob 1101
2 bob admin 222
8 admin bob 333

The page lists all transactions of Bob without Bob being logged in.

Do not use a get parameter that easy to guess

(& Print view g2 Relation view Propose table structure @ @ Track table 3 Move columns

3¢ Add [1 | column(s) ® AtEnd of Table O At Beginning of Table O After | userlD  v| (Go)

| Add trigger x
——i Details
Trigger name | before_insert_user |
Table | Users V|
Time | BEFORE V|
Event | INSERT V|
1 BEGIN
2 SET NEW.userToken = UUID();
3| END;
Definition
Definer
Go Close
.

UPDATE “users” SET ‘userToken = UUID();

And now in login.php page you can use the user token

$loginInUser = null;

SuserToken = null;

while (Srow = mysqgli fetch assoc($result)) {
$loginInUser = Srow["userName"];
SuserToken = S$row["userToken"];



break;

and the transactions.php parameter should be modified as

if (! empty($SloginInUser)) {
echo "</br><div class=\"alert alert-success\">Login successful for
(". $loginInUser .™)";
echo "</br></br><a class=\"btn btn-success\"
href="'transactions.php?userToken=" . S$SuserToken ."'> Transactions</a>";
echo "</div>";

And in transactions.php you need to deduce user token from user name

//Database Authentication
require ("dbAuth.inc") ;

//connect to database
$connect = mysqgli connect ($hostDB, SuserDB, SpasswordDB, SdatabaseDB) ;
if (mysgli connect errno()) {

die (" cannot connect to database ". mysgli connect error());
}
SuserToken = isset ($ GET['userToken']) ? $ GET['userToken'] : '';
// get user name from token
Squery ="select * from users where userToken='" . SuserToken ."'";

$result= mysqgli query(Sconnect, $query) ;
if (!Sresult) {
die (' error while running query');

}

SuserName=null;

while (S$row= mysgli fetch assoc(Sresult)) {
SuserName= Srow["userName"];
break; // to be save

Hijacking cookies
A browser cookie is a text file. When you browse along sites some piece of information can be
written to the cookie file to personalize your browsing and enable quick access to the website.

Cookies typically stores the number of visits of your computer, searches and purchases on the site.
Session Computer Browser Cookies

A session browser cookie can be stored in the web browser. It is deleted when the user exits the
browser. Session cookies are used in shopping carts to record the content of your basket. These
browser cookies let the user move from page to page without the need to repeatedly sign in.

Permanent Computer Browser Cookies



Permanent browser cookies are saved to the hard drive until they expire. they are not deleted when
the browser is shut down. They are used to profile the browsing behavior of the user on the website

These browser cookies can only be read by the server that places the cookies on the computer.

Third Party Computer Browser Cookies

Banner ads and ads targeted to a user’s location and interest are the result of third-party cookies.
Web sites give permission to companies to put these browser cookies on computers and that third-
party company can determine user interest by tracking the web surfer through browser activity. [4]

Let’s extend the transaction page with a from, where the logged in user can send some amount of
money.

<« C @ localhost:90/websec/transactions.php?userToken=89dcad 1a-476¢-11eb-8004-00090f2a0001

To UserName™ Amount:

List of transactions

transaction id from to amount
= bob admin 222

3 admin bob 333

The SQL to run is quite straightforward:

//Add new transaction
if(!empty($7POST['fromUserName'}) and !empty($7POST['ToUserName'J)) {

Squery ="insert into transactions (fromUser, toUser, amount)
values ('". $ POST['fromUserName'] ."','". S POST['ToUserName']
LMY, $ POST['Amount'] .™)";

$result= mysqgli query(Sconnect, $query) ;
if (!Sresult) {
die(' error while running query');

The developer decides to use cookies to save the logged in user’s username.

The browser can save such data for tracking your activity.

Header request

Client Cookies Server

»

Header response

In login.php save the username into a cookie by
setcookie('userName', SlogininUser, false,"/" false);

If you go to the Applications tab you can see the cookies stored with the browser



€« C @ localhost90/websec/loginphp
Enter your username
Password
Password

Server data:

username: admin

password: admin

query: select * from users where userliame-'admin’ and password-'admin’

Login successful for (admin)

[ O] | Elements Console Sources Network Performance  Memory  Application  Security  Lighthouse
C  Filter () O Only show cookies with an issue

Name Value Domain Path Expires / Max-Age Size

userName admin localhost ’/ Session

Storage

Select a cookie to preview its value

Cookies

In transactions.php add this form above the transactions list

<form id='login' action='transactions.php' method='post' accept-
charset="'UTF-8'>
<div class="row">
<div class="col-sm">
<label for='ToUserName' >To UserName*:</label>
</div>
<div class="col-sm">
<input type='text' class="form-control mb-2 mr-sm-2"
name="'ToUserName' id='ToUserName' maxlength="50" required />
</div>
<div class="col-sm">
<label for='Amount' >Amount:</label>
</div>
<div class="col-sm">
<input type='text'class="form-control mb-2 mr-sm-2"
name="'Amount' id='Amount' maxlength="50" required />
<input type="hidden" name="fromUserName" value="<?=
$ COOKIE['userName'];?>" />
</div>
<div class="col-sm">

HttpC

<input type='submit' class="btn btn-primary mb-2" name='Submit'

id='submit' value='Send' />
</div>
</div>
</form>

Note that there is a hidden input called fromUserName whose value is coming from the cookie.

The code which deduced the user name from the token is replaced as :

SuserName = $ COOKIE['userName'];

So, you can now enter as admin and then send some money to alice.



To UserName™

alice Amount: 444‘

And your transaction will be displayed

List of transactions

transaction id

from to amount
2 bob admin 222
3 admin bob 333
é admin alice 444

Hijack the cookie in the console window. Overwrite its value to bob.

[w ﬂ Elements  Console  Source

M ® | top ¥y | &  F

document.cookie

M

document.cookie="userName=bob"

"userhame=bob™

* document.cookie

Now send some money to admin. (Note, you logged in as admin, so you send the money to yourself).

Enter the value to send and press the button.

admin Amount: 660

But if the cookie is hijacked, the money was sent from bob’s account.

To UserName™

List of transactions

transaction id

from to amount
1 alice bob 111
2 bob admin 222
3 admin bob 333
6 bob admin 666

To prevent that you should check if the same browser from the same IP address is being served. You
can see these in the network tab of your browser developer tools.

The solution is to use a token not the plain username field.

Hidden field attack

Now you can secure your cookies. But if you investigate the source of the transactions page that
sends money, you will see that there is a hidden field in it



himl lang="en

¥ <head>..</head
¥ <body data-new-gr-c-s-check-loaded="14.998.8" data-gr-ext-installed
¥ <div class="container
¥<form id="login" action="transactions.php” method="post" accept-charset="UTF-8
¥odiv class="row

class="col-sm"».</div

class="col-sm"».</div

class="col-sm">.</div

class="col-sm

input type="text" class="form-controcl mb-2 mr-sm-2" name="Amount” id="Amount” maxlength="58" required

input type="hidden” name="fromUserName"” | value="bob"} == 28
jdiv

¥ <div class="c
input type="submit” class="btn btn-primary mb-2" name="Submit” id="submit" wvalue="Send
jdiv

fdiv

/form

The hacker can change the name ‘bob’. The solution is not to pass sensitive data in the hidden fields,
because they can be visible.

Jump URL attack
When you enter the following URL to your browser, you will see the add user form

http://localhost:90/websec/addUser.php

This means that everyone who knows this URL can add a new user to your system. You want to avoid
this to allow only logged in users to add new users.

In the server there is a session file that stores information. That could be a good place to store your
logged in account name. If that is empty, then addURL page should not be displayed.

<?php
session start();

if (isset ($ SESSION["userName"])) {
echo "Serving user: ". $ SESSION["userName"];

}else/{
die("You have no permission to load the page");
return;

}

?>

In the login page make sure you save the username into the session

$loginInUser = null;

SuserToken = null;

while (S$row = mysqgli fetch assoc($Sresult)) {
$loginInUser = $row["userName"];
SuserToken = S$row["userToken"];
$ SESSION["userName"] = $loginInUser;
break;

}

Note, you have to start the session first.

Session hijacking
The idea behind the session hijackings that the hackers stole the server session data.


http://localhost:90/websec/addUser.php

Session identifier |"

Client | Server
*—— Cookies [« |
g \

Server response

Hacker

e
X Headers Preview Response Initiator Timing Cookies
v GETEraT——

Request URL: http://localhost:9@/websec/login. php
Request Method: GET
Status Code: @ 288 0K
Remote Address: [::1]:9@
Referrer Policy: strict-origin-when-cross-origin
¥ Response Headers view source
Connection: Keep-alive
Content-Length: 1317
Content-Type: texts/html
Date: Sat, 26 Dec 2028 16:47:19 GMT
Keep-Alive: timeout=5, max=102
Server: Apache/2.4.9 (Win32)} OpensSL/1.9.lg PHP/5.3.11
X-Powered-By: PHP/5.5.11
¥ Request Headers viEw source
Accept: text/html,applications/xhiml+xml,application/xml;g=0.9,1image/avif,image /webp,image/apng,*/*;q=2.8,application/signed-exch
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;g=8.9,hu;g=0.8
Connection: keep-zlive
Cookie: userdame=admin
Host: localhost:9@
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: nocne
Sec-Fetch-User: 71
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 18.@; WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.8.4288.88 Safari/537.36

In my computer the remote address is [::1]:90 and my browser is Chrome/87.0.4280.88
So, let’s create a function that generates a unique hash of those information.

// generate a verification string from IP and user agent
function getuserAgentInfo () {
$user_agent = $_SERVER['HTTP_USER_AGENT'];
Sip = null;
if (!empty($ SERVER['HTTP CLIENT IP'])) ({
Sip = $7SERVER['HTTP7CLIENT71P'];
} elseif (!empty($ SERVER['HTTP X FORWARDED FOR'])) {
$ip = $ SERVER['HTTP X FORWARDED FOR'];
} else {
$ip = $ SERVER['REMOTE ADDR'];
}
return $ip . ":" .Suser agent ;
}
Then add some the code that saves the hash of the string to the session file. Subsequent calls should

verify if the IP address or the browser changed.



// first time login generates token
if (empty ($ SESSION['UPCI'])) {

$_SESSION['UPCI'] = md5 (getUserPCInfo (), PASSWORD DEFAULT) ;
} else {

// ask user to re-open the browser

if (!password verify( getUserPCInfo(),$ SESSION['UPCI'] ) ) {

die ("You are not using a valid Token, close the browser and open it

again");

}

Cross site request forgery
In this type of attack that attacker investigates the source code of the form. For example, see

c @ view-sourceslocalhost:90/websec/transactions.php?userToken=89dcad1a-476c-11eb-8004-00090faa0001

2| <html lang="en"»

3| <head>

4 <title>Transactions</titler

5 <meta charset="utf-8">

3 <meta name="viewport” content="width=device-width, initial-scale=1"»

7 <!-- Bootstrap €55 --»

8 <link href="https://cdn.jsdelivr.net/npm/hootstrapfs.a.8-betal/dist/css/bootstrap.min.css” rel="stylesheet” crassorigin="anonymous">
] <!-- Bootstrap Bundle with Popper --»

o

1 <script src="https://cdn.jsdelivr.net/npm/bootstrap@5.8.8-betal/dist/js/bootstrap.bundle.min.js" crossorigin="anonymous"></script>
1| </head>

' method=" accept-charset="UTF-8">

7
12 <label for='ToUserName® >To UserName®:</label>
] </di

0

21 i class="form-control mb-2 mr-sm-2" name="TolUserName' id="TolUserName® " required />

27 <input type=" Y ‘orm-control mb-2 mr-sm-2" name="Amount’ id="Amount’ maxleng
28 <input type="hidden" nam romUserName” value="bob" />

3 <input type='submit® class="btn btn-primary mb-2" name='Submit® id='submit® value='Send® />

35 <br fs<br [y<br />

3% <h2> List of transactions</h2>

37 <table class="table tsble-bordered table-striped”>
38 <thead>

=] <tr>

40 <th> transaction id «</td>
41 <th> from </td»

42 <th> to</td>

4 <th> amount</td>

44 <ftr>

45 </thead>

45 <tbody>

47 <tr class='success'> <td»1 </td> <tdralice </td> <tdrbob</td> <td>11l</td> </tr> <tr class="danger's> <td»2 </td> <tdrbob </td> <tdradmin</td> <td>
48 </table>

40 </fdiv>

50 </body>

Copy the highlighted text and paste into a file in your local computer.

<form id='login'
action="http://localhost:90/websec/transactions.php?userToken=89dcadla-476c-11leb-
8004-00090£fa2a0001" method='"'post' accept-charset='UTF-8'>
<div class="row">
<div class="col-sm">
<label for='ToUserName' >To UserName*:</label>
</div>
<div class="col-sm">
<input type='text' class="form-control mb-2 mr-sm-2"
name='ToUserName' id='ToUserName' maxlength="50" required />
</div>
<div class="col-sm">
<label for='Amount' >Amount:</label>
</div>



<div class="col-sm">
<input type='text'class="form-control mb-2 mr-sm-2"
name="'Amount' id='Amount' maxlength="50" required />
<input type="hidden" name="fromUserName" value="bob" />
</div>
<div class="col-sm">
<input type='submit' class="btn btn-primary mb-2" name='Submit'
id="submit' value='Send' />
</div>
</div>
</form>

Modify the action parameter of the form tag to point to the server URL. Save the file to a local folder
and open in a browser.

< C @ File | DyTEMP/CSRF.html

To UserName*:

| alice |
Amount:

777 |

Send

Enter the form details and send the money. Although the page displays some error messages like

< C  © localhost90/websec/transactions php?userToken=89dcad1a-476¢c-11eb-8004-00090f2a0001

To UserName™: Amount:

(@B Notice: Undefined index: userName
in
D:\xampp\htdocs\websec\transactions.php
on line 28 Call Stack
#TimeMemoryFunctionLocation
10.0011149496{main}(
)-\transactions.php:0 " />

List of transactions

transaction id from to amount

4 Time Memory Function Location

1 00011 149496 {main}( ) .Atransactions.php:0

Your database shows the new record you added.



phpMyAdm"n ] 7 Server: 127.0.0.1 » @ Database: websec » [ Table: transactions
DBO0E [E Browse | 34 Structure | L[] SQL = 4 Search = #¢ Insert [& Export | [

| (Recent tables) .. V|

{ & New -
{ | applictarsk

| cdcol

{ | infarmation_schema SELECT * FROM "transactions’
{1 mysql

i | performance_schema

+ Showing rows 0 - 6 (7 total, Query took 0.0075 sec)

1) phpmyadmin
(5 realsis1 Number of rows: | 25
i3 test
| webauth Sort by key:| None V|
{4 webbroker .
B85 websec + Options
=T N +—T— + id fromUser toUser amount
aw
= ETETEITTE [ &7 Edit %2 Copy @ Delete 1 alice bob m
Columns [J 7 Edit % Copy @ Delete 2 bob admin 222
[J &7 Edit % Copy @ Delete 3 admin bob 333
[] 7 Edit %c Copy @ Delete 4 admin alice 444
[ g7 Edit %2 Copy @ Delete 5 admin alice 555
[ 7 Edit #%: Copy @ Delete 6 bob admin 666
[J 7 Edit 3% Copy @ Delete 7 bob alice T
t [[] Check All With selected: .7 Change @ Delete [&2 Export
- Number of rows: | 25 w

The solution is to apply a random number to each transaction. We will use
uniqgid(Sprefix, SmoreEntopy = true) ,

which yields first 8 hex chars = Unixtime, last 5 hex chars = microseconds. We will apply a random
number as prefix and create the md5 hash of the whole string

md5(unigid(mt_rand(), true));
So, all you need is to add the following code before the form:

<?php
// Code to avoid CSRF attack
// make sure it is post process
session start();
if (S _POST) {
// 1f token not vaild reject request

if (S POST["csrf"] != $ SESSION["token"]) {
echo " not valid request";
return;

}

}

// create new token for every new request
$ SESSION["token"] = md5(unigid(mt rand(), true));
?>



This ensures that the session is started. If the call is a POST call then it compared the post parameter
csrf with the token saved to the session file. If validation fails then form quits. Othervise it generates
a random token and saves it to the session file.

You need to add csrf as a hidden parameter to the form

<input type="hidden" name="csrf" value="<?= $ SESSION['token'];?>" />

As the result of this, if an attacker steals the whole form then the random token cannot be guessed
so no transaction will be executed.

Cross site scripting
Let’s add a notes field to the transaction table.

B CiiSever 127.0.0.1> @ Database: websec » [} Table: transaciions.

[ Browse 34 Stuctre | [J SQL 4 Search 3t Insert [@ Export =) Import =% Privileges = &° Operations ® Tracking = 2% Triggers
Structure o

Name Type & LengthValues Default & Collation Attributes Null Index A} Comments MIME type Browser Transformation
transformation options @)

notes VARGHAR M None M M v 0O |- ~ O M M

Save

In transactions.php add the new field to the form

<form id='login' action='transactions.php' method='post' accept-
charset="'UTF-8'>
<div class="row">
<div class="col-sm">
<label for='ToUserName' >To UserName*:</label>
</div>
<div class="col-sm">
<input type='text' class="form-control mb-2 mr-sm-2"
name="'ToUserName' id='ToUserName' maxlength="50" required />
</div>
<div class="col-sm">
<label for='Amount' >Amount:</label>
</div>
<div class="col-sm">
<input type='text'class="form-control mb-2 mr-sm-2"
name="'Amount' id='Amount' maxlength="50" required />
<input type="hidden" name="fromUserName" value="<?=
$ COOKIE['userName'];?>" />
<input type="hidden" name="csrf" value="<?=
$ SESSION['token'];?>" />
</div>
<div class="col-sm">
<label for='Notes' >Notes:</label>
</div>
<div class="col-sm">
<input type='text'class="form-control mb-2 mr-sm-2"
name='Notes' id='Notes' />
</div>
<div class="col-sm">
<input type='submit' class="btn btn-primary mb-2"
name="'Submit' id='submit' wvalue='Send' />
</div>
</div>



</form>

In the list of transactions add the new field to the header

<h2> List of transactions</h2>
<table class="table table-bordered table-striped">
<thead>
<tr>
<th> transaction id </td>
<th> from </td>
<th> to</td>
<th> amount</td>
<th> notes</td>
</tr>
</thead>

And to the table body as well

while (S$row= mysgli fetch assoc(Sresult)) {
SrowColor ="class='success'";
if (Srow["fromUser"]==SuserName) {

SrowColor ="class='danger'";

}
echo " <tr ". SrowColor .">";
echo " <td>". Srow["id"] ." </td>";
echo " <td>". Srow["fromUser"] ." </td>";
echo " <td>". Srow["toUser"]."</td>";
echo " <td>". Srow["amount"]."</td>";
echo " <td>". Srow["notes"]."</td>";

echo " </tr>";

Insert query needs modification, too

Squery ="insert into transactions (fromUser, toUser, amount, notes)
values ('". $ POST['fromUserName'] ."','". $ POST['ToUserName']
", ", s POST['Amount'] ."',". $ POST['Notes'] . ")";

Now the transactions page looks like



&« C  © localhost90/websec/transactions.php

To UserName™:

List of transactions

transaction id

1

2

Enter the following javascript code to Notes field:

Amount:

alice

bob

admin

bob

bob

bob

<script>alert('XSS testing')</script>

to

bob

admin

bob

admin

alice

alice

Notes:

b4

amount notes
111
222
333
666
T

888

Now, whenever you list the transactions the javascript code will be executed.

localhost:80 says

XS5 testing

You can execute any code you want. Create for example a fakepage.php file

And enter the script as

<script> document.location="http://localhost:90/websec/fakepage.php";</script>

And your transaction file will be redirected.

{%

C @ localhost:90/websec/fakepage.php

Fake transactions page

The fix is quite straightforward: encode the Notes field before printing out the row

while (S$row= mysqgli fetch assoc($result))
SrowColor ="class='success'";
if ($Srow["fromUser"]==SuserName)

SrowColor ="class='danger'";

}
echo " <tr ". SrowColor
echo " <td>". Srow["id"] ." </td>";
echo " <td>". Srow["fromUser"]
echo " <td>". Srow["toUser"]."</td>";
echo " <td>". Srow["amount"]."</td>";
echo " <td>".

{

</ Ed>T;

htmlentities (Srow["notes"]) ."</td>";

F s



echo " </tr>";

€ > C @ localhost:90/websec/transactions.php

To UserName™ Amount; Notes:

List of transactions
Array ()

transaction id from to amount notes
1 alice bob m
2 bob admin 222
3 admin bob 333
6 bob admin 666
7 bob alice 777

2 bob alice 288 <script> document.location="http://localhost:90/websec/fakepage.php';</script>

SQL injection
Investigate the query in login page

select * from users where userName='admin' and password='admin'
The first string constant comes from the username field, the second one from the password field.
What if you enter o’ or 1’ = ‘1 in the password field? The query will read as

select * from users where userName='admin' and password='o' or "1’ = "1’
This skips the password validation as the or clause will be always true. As result you will be able to
log in as admin.

The solution is to use prepared statements.

The php manual on the prepared statements
(https://www.php.net/manual/en/mysgli.quickstart.prepared-statements.php) says:

The MySQL database supports prepared statements. A prepared statement or a parameterized
statement is used to execute the same statement repeatedly with high efficiency.

The prepared statement execution consists of two stages: prepare and execute. At the prepare stage
a statement template is sent to the database server. The server performs a syntax check and
initializes server internal resources for later use.

The MySQL server supports using anonymous, positional placeholder with?

Squery ="select userName from login where userName=? and password=?"
$loginInUser=null;

/* create a prepared statement */

if (S$stmt = Smysgli->prepare (Squery)) {

/* bind parameters for markers */

$stmt->bind param("ss", § POST['userName'],$ POST['password'l]);
/* execute query */

Sstmt->execute () ;

/* bind result variables */
$stmt->bind result($loginInUser);

/* fetch value */
Sstmt->fetch () ;



/* close statement */

Sstmt->close () ;
/* close connection */
Smysgli->close() ;
The first parameter of bind_parameter is a type description character:

Character Description

i corresponding variable has type integer

d corresponding variable has type double
S corresponding variable has type string
b corresponding variable is a blob and will be sent in packets

In the sample code above there are two string type characters, hence the ‘ss’ type.

Directory traversal
In many operating systems there are special characters that represent traversing to certain
directory. for example ../ (dot dot slash) means to climb up a directory level.

<?php

S$fname= 'myfile.php';

if (isset($_COOKIE['FNAME'])) {
$template = $ COOKIE['FNAME'];

}

include "/home/users/oliver/work/" . Sfname;

in a Linux system set the cookie value as

Cookie: FNAME =../../../../../..]..]..]../etc/passwd
That would output as
root:ge4jPT12ivkL7:0:1:System Operator:/:/bin/ksh

daemon:*:1:1::/tmp:

To prevent such attacks there are some possible solutions:

1. do not allow special characters like dot dot, slash, backlash, or their encode version:
o %2e%2e%2f which translates to ../
e  %2e%2e/ which translates to ../
e .. %2f which translates to ../
o %2e%2e%5c which translates to ..\
e %cl%lc
o %c0%af
2. convert file names to absolute path and check if all starts with a common document root.
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